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10. 8. 1957, PreSov

2012 prof. — oboru Informatika a vypocetni technika na FIT VUT Brno

2005 doc. — obor Vypocetni technika a informatika (habilitaCni prace: ,New Approaches
to Computing the Modular Inverse in Hardware®)

1985 -1990 CSc. — obor Meracia a vypoctova technika (Bezchyboveé numericke rieSenie
dekonvolucie a dekompozicie spektier v jadrovej fyzike), Ustav merania a merace;j
techniky SAV Bratislava

1976 — 1981  Ing. — FEL CVUT Praha, obor Sdélovaci elektrotechnika, specializace Teorie
elektromagnetického pole (Dolnofrekvenéni mikro-paskova propust)

2013 —dosud FIT CVUT, profesor, vedouci Katedry pogitadovych systémi (od 2015 - 2018),
vedouci Katedry informacni bezpecnosti (KIB) (od 2018)

2009 — 2013  FIT CVUT, profesor, vedouci Katedry pogitadovych systémd, prodékan pro VaV

1998 — 2009 FEL CVUT, Katedra pogita&t, odborny asistent, zastupce vedouciho katedry

1995 -1996 FEI TU KosSice, katedra pocitact, odborny asistent

1992 — 1995  Skoda auto a.s. Mlada Boleslav, systémovy analytik

1983 - 1989  Fyzikalni ustav SAV Bratislava, védeckovyzkumny pracovnik

1982 — 1983  Nuklearni centrum KU Praha, studijni pobyt

1996 — 1998 Deutsches Elektronen-Synchrotron DESY Hamburg, védeckovyzkumny pracovnik

1990 -1991 Ludwig Maximilians-Universitat Mnichov, védeckovyzkumny pracovnik, ptsobisté:

GSI (Gesellschaft fir Schwerionenforschung) Darmstadt

Oblast vyzkumu: kryptografie a kryptoanalyza, bezpeénost pocitacovych systéma a siti, kyberneticka
bezpecnost, numericke algoritmy, detekce malware

Clenstvi: vedouci vyzkumné skupiny Aplikovana numericka matematika a kryptologie, ¢len védecké
rady FIT a FIIT STU v Bratislave

Garant bakalafského programu Informatika, Garant studijni specializace Bezpec€nost a informacni
technologie v bakalafském studijnim programu Informatika a garant studijni specializace Bezpec¢nost
v magisterském studijnim programu Informatika.

Skolitel doktorandu: 9 obhajenych a 7 studuijici.

Vedouci vic nez 30 obhajenych mag. zavére€nych praci a vic nez 20 obhajenych bak. praci.
Prednasejici a garant pfedmét(: Pokrocila kryptologie (mag.), Kryptologie a bezpec€nost (bak.),
Aplikovana numericka matematika (dok.), Vestavna bezpecnost (dok.)

Programové vybory: vice nez 40krat &len programovych komisi mezinarodnich konferenci, vice nez
30krat jinych konferenci

Clenstvi: &len redakéni rady €asopisu “Bulletin of the ACM Slovakia” (2011 — 2020), senior &len
“CryptArchi Club” (2006 —) 3

Véd. rada: FEL CVUT v Praze (2012 — 15), FIT CVUT v Praze (2009 — ), FIIT STU v Bratislavé (2020
-)

Soudni znalec z oboru kybernetika odvétvi vypocCetni technika se specializaci vypoCetni a
komunikacni technika, informatiku, bezpe€nost informacnich systému a siti a kryptologie, a dale v
oboru kriminalistika se specializaci bezpecnost informacnich systém( a siti, ochrana dat,
kriminalistickou pocitaovou expertizu, kybernalitu.

Clen Vyboru pro kybernetickou bezpe&nost na CVUT (2021-25), &len spravni rady zapsaného Ustavu
CyberSecurity Hub, z.a. (2022 -)

>50 Casopiseckych ¢lankl, >70 peer-reviewed konferenénich pfispévkl, 2 narodni patenty, 1 US
patent., 230 WoS citaci (bez auto-citaci, vic nez 680GS citations, WoS H-index = 10 (bez auto-citaci
8), Scopus H-index = 10, Scholar H-index = 14.

Casopisecké élénky:

1. Jureckova, O.; JureCek, M.; Stamp, M.; Di Troia, F.; Lérencz, R.: Classification and online
clustering of zero-day malware. Journal of Computer Virology and Hacking Techniques,
2024, 1-14.
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Rabas, T.; Bucek, J.; Lérencz, R.. Single-Trace Side-Channel Attacks on NTRU
Implementation. SN Computer Science, 2024, 5(2), 239.

Kokes, J.; Matéjka, J.; Lorencz, R.: Automatic Detection and Decryption of AES Using
Dynamic Analysis. SN Computer Science, 2022, 3(5), 338.

Kodytek, F.; Lérencz, R.; Bu€ek, J.: Three counter value based ROPUFs on FPGA and their
properties. Microprocessors and Microsystems, 2022, 88, 1-10. ISSN 0141-9331. DOI
10.1016/j.micpro.2021.104375.

Jurecek, M.; Lorencz, R.: Application of Distance Metric Learning to Automated Malware
Detection. IEEE Access, 2021, 9, 96151-96165.

Jure€ek, M.; Lérencz, R.: Malware Detection Using a Heterogeneous Distance Function.
Computing and Informatics, 2018, 37(3), 759-780.

Buchovecka, S.; Lérencz, R.; Kodytek, F.; Bucek, J.: True random number generator based
on ring oscillator PUF circuit. Microprocessors and Microsystems, 2017, 53(0), 33-41. ISSN
0141-9331.

Bucek, J.; Kubalik, P.; Lérencz, R.; Zahradnicky, T.: Design of a Residue Number System
Based Linear System Solver in Hardware. Journal of Signal Processing Systems, 2017,
87(3), 343-356.

Kodytek, F.; Lérencz, R.; Bugek, J.: Improved ring oscillator PUF on FPGA and its properties.
Microprocessors and Microsystems, 2016, 47, 55-63.

Kodytek, F.; Lérencz, R.: Proposal and Properties of Ring Oscillator-Based PUF on FPGA.
Journal of Circuits Systems and Computers, 2016, 25(3).

Lérencz, R.; Hlavag, J.: Subtraction-free Almost Montgomery Inverse algorithm. IPL, 2005,
94(1), 11-14. ISSN 0020-0190.

Loérencz, R.; Wagner, V.; Kugler, A.; Pachr, M.; Sumbera, M. et al.: Detection of Relativistic
Neutrons by BaF2 Scintillators. Nuclear Instruments and Methods in Physics Research,
Section A, 1997, 50(A 394), 332-340. ISSN 0168-9002.

Lérencz, R.; Kugler, A.; Wagner, V.; Pachr, M.; Sumbera, M. et al.: Emission of Nucleons
and Light Fragments Relative to Reaction Plane in Bi+Pb Collisions at 1 GeV/u. Physics
Letters B, 1994, 3-4(B 335), 319-325. ISSN 0370-2693.

Lérencz, R.; Morhac, M.: Modular System for Solving Linear Equations Exactly, Il. Hardware
Realization and Firmware. Computing and Informatics, 1992, 11(4), 497-507. ISSN 1335-
9150.

Lérencz, R.; Berg, F.D.; Boonstra, A.; Braak, H.P.; Brummund, N. et al.: Neutral Meson
Production in Relativistic Heavy lon Collision. Zeitschrift fur Physik A: Hadrons and Nuclei,
1991, 20(340), 297-302. ISSN 0939-7922. Now EUROPEAN PHYSICAL JOURNAL A, ISSN
1434-6001.

Konferencni prispévky:

1.

Holec, M.; Loérencz, R. et al.; X-Ray Radiation Effects on SRAM-Based TRNG and PUF.
In: Proceedings of the 11th International Conference on Information Systems Security and
Privacy. International Conference on Information Systems Security and Privacy, Porto, 2025-
02-20/2025-02-22. Setubal: Science and Technology Publications, Lda, 2025. s. 375-384.
sv. 2. ISSN 2184-4356. ISBN 978-989-758-735-1. DOI 10.5220/0013314100003899.
Dostupné z: https://www.scitepress.org/PublicationsDetail.aspx?ID=7gLQgHCcFBVQ=&t=1

Stanicek, O.; F. Kodytek a R. Lorencz: Counter power leakage for frequency extraction of
ring oscillators in ROPUF. In: KRYJAK, T. a F. PETROT, eds. Proceedings of the 2024 27th
Euromicro Conference on Digital System Design. 27th Euromicro Conference Series on
Digital System Design, Paris, 2024-08-28/2024-08-30. Los Alamitos: IEEE Computer
Society, 2024. s. 26-32. ISSN 2771-2508. ISBN 979-8-3503-8038-5.

Rabas, T.; Bucek, J.; Lérencz, R.: Single-Trace Attack on NTRU Decryption with Machine
Learning and Template Profiling. 2023 26th Euromicro Conference on Digital System Design
(DSD), 2023, 124-129.

Rabas, T.; Bucek, J.; Loérencz, R.: SPA Attack on NTRU Protected Implementation with
Sparse Representation of Private Key. ICISSP, 2023, 135-143.

Kokes, J.; Lérencz, R.: On the Use of Multiple Approximations in the Linear Cryptanalysis of
Baby Rijndael. 2023.

Kotlaba, L.; Buchovecka, S.; Lérencz, R.: Active Directory Kerberoasting Attack: Detection
using Machine Learning Techniques. ICISSP 2021, s. 376-383.
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7. JureCek, M.; Jure€kova, O.; Lorencz, R.: Improving classification of malware families using
learning a distance metric. Int. Conf. on Information Systems Security and Privacy - ICISSP
2021, s. 643-652.

8. Kokes, J.; Matéjka, J.; Lorencz, R.: Automatic Detection and Decryption of AES by Monitoring
S-Box Access. ICISSP 2021, s. 172-180.

9. Kodytek, F.; Lérencz, R.; Bu€ek, J.: Comparison of three counter value based ROPUFs on
FPGA. In: Proceedings of the 23rd Euromicro Conference on Digital Systems Design, Virtual
Event organized from Kranj, Slovenia, 2020-08-26/2020-08-28. Los Alamitos, CA: IEEE
Computer Soc., 2020, s. 205-212.

10. Kotlaba, L.; Buchovecka, S.; Loérencz, R.: Active Directory Kerberoasting Attack: Monitoring
and Detection Techniques. In: Proceedings of the 6th International Conference on
Information Systems Security and Privacy, Valletta, 2020-02-25/2020-02-27. Madeira:
SciTePress, 2020, s. 432-439.

11. JureCek, M.; Lérencz, R.: Distance Metric Learning using Particle Swarm Optimization to
Improve Static Malware Detection. In: Proceedings of the 6th International Conference on
Information Systems Security and Privacy. Valletta, 2020-02-25/2020-02-27. Madeira:
SciTePress, 2020, s. 725-732.

12. Buchovecka, S.; Lérencz, R.; Bulek, J.; Kodytek, F.: Lightweight Authentication and Secure
Communication Suitable for 10T Devices. ICISSP 2020, s. 75-83.

13. Jurecek, M.; Bucek, J.; Lorencz, R.: Side-Channel Attack on the A5/1 Stream Cipher. DSD
2019, s. 633-638.

14. Buchovecka, S.; Lérencz, R.; Kodytek, F.; Bu€ek, J.: True Random Number Generator Based
on ROPUF Circuit. In: Proceedings of 19th Euromicro Conference on Digital System Design
DSD 2016. Limassol, Cyprus, 31.08.2016 - 02.09.2016. Los Alamitos, CA: IEEE Computer
Soc., 2016, s. 519-523.

Patenty:

1. Ldrencz, R.: Method for Generating the Multiplicative Inverse in a Finite Field GF(p). Patent
United States Patent and Trademark Office, 7574469. 2009-08-11.

2. Lérencz R.: Zpusob generovani multiplikativni inverze nad kone¢nym télesem GF(p), Patent
Urad priimyslového vlastnictvi, 294898. 2005-02-07, 2005.

3. Morhag, M. - Lérencz, R.: Architektira procesorovej jednotky. Patent Ufad pramyslového
vlastnictvi, 257355. 1987-05-14.

Vybrané 1990 -1991 TAPS projekt, GSI Darmstadt, Némecko (¢len FeSitelského tymu).
granty 1996 — 1998  Extrakce parametri pomoci SPICE modell, FEC DESY, Némecko (fesitel).
2002 - 2003  Spoluprace odbornych vysokych kol v boji statu s pocitacovou kriminalitou.
NejzavazngjSi bezpecnostni rizika, grant MV CR (Clen FeSitelského tymu).
2005 -2011  Vyzkumny zamér, Vyzkum perspektivnich informaénich a komunikacnich
technologii, (Clen FeSitelského tymu v kategorii D1).
2007 — 2010  Problematika kybernetickych hrozeb z hlediska bezpe¢nostnich zajmu CR, grant
MV CR (spolufesitel).
2012 — 2014  Studium vlastnosti residualini aritmetiky pro feeni SLR, GA CR, (fesitel).
2012 -2016 ICT COST Action 1IC1204, Trustworthy Manufacturing and Utilization of Secure
Devices, TRUDEVICE, (¢len fidiciho vyboru za CR)
2016 — 2018 Vyzkum vztahu a spolecnych vlastnosti spolehlivych a bezpe¢nych architektur
zalozenych na programovatelnych obvodech, (Clen feSitelského tymu)
2018 — 2022  Bezpeénost a zabezpedeni jadernych zafizeni a forenzni analyzy jadernych
materiald CVUT-NSSF, studijni program a laboratof, fesitel na FIT.
2018 — 2022  RCI - Vyzkumné centrum informatiky, vedouci programu Bezpec€nost vestavnych
systému.
2023 -2025 EDIH

V Praze, dne 24. 4. 2025

prof. Ing. Rébert Lérencz, CSc.



